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Face and ear fusion template protection based on fuzzy vaults
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ABSTRACT Due to biological characteristic similarity in image acquisition and physiological complementarity of the face and the
ear a face and ear multimodal fusion template protection method was proposed in which the face and the ear were combined in the
feature level and then a fuzzy vault was utilized to protect the fusion feature template. The basic flow of the scheme was divided into 5
parts: image preprocessing Gabor—PCA feature extraction feature fusion fusion template encryption and fusion template decryp—
tion. On the multimodal image dataset consisted of the ORL face dataset and the USTB ear dataset 3 authentication experimental re—
sults show the effectiveness of the proposed fusion template protection method. Also the fusion template protection method outperforms
the unimodal template protection method on both genuine accept rate and false accept rate.
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Fig.1 Multimodal template protection system diagram based on data transformation and fuzzy vaults
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Fig.2 Template encryption diagram of the fuzzy vault



* 1227 -

KC' 3 " + " +
(2) F(2") K. 144 af 5 & LE .
9 r8 3t P - s N ¥
2F + ; by N
T, Te T's Iy Iy T, I T, % ik e ‘ -, ot
.-% or o i* 2 +
p(x) =rd® #1041 p” +rx’ +rat 1rx’ )’ 4rxc+r, ;%\ I + &« = 0 =F
(1) 2 T
e o 4, * .
(3) N Gabor—PCA af *- .+* i .
-5 s s . * " . i *,
-50 -40 30 =20 -10 0 10 20 30 40 50
YRR A
p(x) 3 ( )
: Fig.3 Distribution of chaff points and vault points ( circles are genu—
{ s p( Sl) s, p( SZ) S, p( S,) Sy p( SN) } ine points and asterisks are chaff points)
s, p(s)  ={ s, p(sy) 5o Pl sa) 1.2
sijp(sij) sy p(sy) Y i=12 - Nj=12
- L N L
t t s
S; ? p(s) S; ¢
p(*)
p(-) t
. K t s
(4) (cqcny ¢ M )
C .
q( C) q( *) 4
()
| "= Coa
pL- .
N. F(2"°
(2") .
q(€C) #p(C)
3
d,
5 d,
2
0 9
R
8 16
PEHIT
BRI e [P EHK
. ; PEfL
R R | L
@] Vo ELESTEY s
_’ prlratria v -
FEA P E RN T 1nee A
- Gabor L PCA FFIE PCA 553 Gabor
—’ﬂm": PPl P me (€ e (€1 iR
LN A Tree
4

Fig.4 Decryption diagram of the fuzzy vault
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Fig.5 Example images of the multimodal dataset: (a) ORL face dataset; (b) USTB ear dataset 3
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Table 1 Genuine accept rate and false accept rate obtained under differ—

ent template dimensions

1% 1%

76% 12%

15 8% 9%
81% 5%
90% 8%

20 3% 6%
95% 3%
2% 1%

25 95% 6%
96% 2%
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